Privacy Policy

This Privacy Policies applies to information collected by STEPS Labour & Recruitment
operating in Australia & New Zealand. All information collected will be held in our
information record system in full confidentiality. We only collect information that is reasonably
necessary for the proper performance of our recruitment and consulting activities.

STEPS Labour & Recruitment manages personal information in accordance with the Privacy
Act 1988 and the Privacy Amendment (Enhancing Privacy Protection) Act 2012 (including the
Australian Privacy Principles (APPs) in Australia & Information Privacy Principles (IPP) in
the New Zealand’s Privacy Act 2020.

In compliance with these Acts STEPS Labour & Recruitment provides you with the following
information on how we collect, maintain, disclose, store, use or manage your important and
sensitive personal information.

The type of information that we typically collect and hold will vary depending on our
relationship with you. These relationships are generally categorised as:
e candidates - include all individuals who approach us, or who are engaged by us in the
process of seeking or performing work with us or our clients;
e clients - include all individuals/companies who we deal with for the purpose of
providing recruitment solutions and services for their business;
o referees - include all individuals who we contact in evaluating our candidates’
capabilities and suitability for employment; and
e participants — include all individuals to whom career management services, human
resource consulting, business consulting, coaching or other services are provided to by
STEPS Labour & Recruitment or our related Consulting Companies.

We may also collect personal information from you if you contact us, for example by phone or
email, and do not fall into one of the above categories.

1 Candidates
1.1 Type of Candidate information collected

Information that we collect and hold is information that is necessary to assess amenability to
work offers and work availability, suitability for placements, or to manage the performance in
work acquired through us and includes:

« your full name and contact details, including your address, email address and phone
numbers

o your date of birth

e your gender

« information provided in your cover letter, CV and application forms including your
skills, qualifications, work history, references, goals and interests

o details of your work rights in Australia and other countries



your tax file number (or NZ IRD Number) and superannuation details

information documenting your work history with or through us (including bank account
details, salary, work performance information and salary sacrifice documents)
aptitude and psychological assessment results

the results of police checks, working with children checks or other background checks
medical reviews or any assessments of you

other information that you, your referees or our clients provided to us, including
personal feedback and notes of our interactions with you and/or others in relation to
your suitability for work with us or through us

Sensitive information is a special category of personal information. It includes information
or an opinion about your:

racial or ethnic origin

political opinion

membership of a political association or religious beliefs, affiliations or philosophical
beliefs

membership of a professional or trade association or membership of a trade union
sexual preferences or practices

criminal record

health or disability (at any time); and

expressed wishes about the future provision of health services.

We do not actively seek to collect sensitive information unless it is necessary for our
business purposes. If we do have to collect sensitive information, we will do so in
accordance with the APPs. Sensitive information will, in most cases, only be disclosed
with your consent.

1.2 How We Collect Candidate Information

STEPS Labour & Recruitment may collect personal or any sensitive information when;

You call us, approach us or engaged us in relation to seeking work

Registration forms are completed, and other information provided in connection with
your application

We engage in face to face assessments or meetings with you.

We engage in video/zoom meeting or interaction, or video recordings

We receive any references about you.

We receive results of inquiries that we might query from your former employers, work
colleagues, professional associations, or registration body

We receive the results of any tests or background checks that may include credit,
medical (i.e. drug test) and criminal record checks

We receive any complaint or other information from or about you in the workplace
We receive any information about any investigation, litigation, registration or
professional disciplinary matter, criminal matter, inquest or inquiry in which you were
involved

We receive any information about a workplace accident in which you are involved
We collect information about you from the public domain

You provide us with any additional information.



1.3 How We Use Candidate Information

We are committed to ensuring that your privacy is respected and maintained at all times.
Any information collected by STEPS Labour & Recruitment will only be used in
connection with;

Your job search and/or job placement

Career advice

Assessment of your job prospects

Any assessment that you might be required to complete

To contact you with regards to possible job opportunities or other career information
programmes through phone, letter, email or text

Any management and resolution of any complaint or inquiry where you are involved
Any insurance claim that requires disclosure of your information

Completing reference checks and other background checks, including criminal and
credit checks

to enable us to develop and provide services to you for business purposes

Marketing to you

1.4 Disclosure of Candidate information

Your personal and sensitive information may be disclosed to:

STEPS Labour & Recruitment employees and to our related entities.

Potential and actual employers located in Australia and New Zealand and any other
countries where STEPS Labour & Recruitment may provide its services in the future.
Referees

External providers i.e. background checking, medical or credit

any government department or body (or their agents) to verify your work rights status;
any professional association that has interest in disclosure of your information

A Workers Compensation body

Our insurers

Any person with a lawful entitlement to obtain the information

Trusted third parties for the purposes of assisting us to provide you with our services
who may be based outside of Australia and New Zealand.

If you do not wish to share the information we seek, then we may be limited in our ability to
locate suitable work for you. We will advise you of our intentions and gain consent before we
refer your personal information to our clients for possible work opportunities.



2 Clients

The type of information we collect and hold about Clients is reasonably necessary for us
to provide the best recruitment solutions, delivery and services for you and the needs of
the business.

2.1 Type of Client information collected

The main types of information we collect about you as our clients are:
e your contact details including your address and telephone numbers
e details of the size and type of your organisation including management structure &
style, ownership
e details of your job title/description and organisational needs; and
e records of our interaction with you and confidential feedback you may give us
regarding our candidates.

2.2 How We Collect Client Information

If you are a client the ways in which we collect information about you are when:

e you provide a complete New Client questionnaire
e we meet you or communicate with you in any way; or
e when you provide your opinion or feedback regarding one of our candidates.

2.3 Use of Client Personal Information

The information we collected, hold, use and disclose about clients is typically used for:
client and business relationship management;

recruitment functions;

marketing services to you;

statistical purposes and statutory compliance requirements; and

risk management.

3 Referees

The type of information that we collect and hold about Referees is reasonably necessary
for us to determine a candidate’s suitability for work with us or through us.

3.1 Type of information collected from Referees

The main types of information we collect about referees are:

e your contact details including your address and telephone numbers; and

e details of your job title/description; and

e your confidential opinions about a candidate and their suitability for work with or
through us.



3.2 How We Collect Referees Information

If you are a referee the ways in which we collect personal information about you are
when:

e a candidate provides us with your contact details and informs us that you have
consented to such collection; and

e when we take notes of our dealings with you including your opinions of the
suitability of a candidate for work with or through us.

3.3 Use of personal Referees information

The type of information that we collect, hold, use and disclose about Referees is
typically used for:

e to confirm identity and authority to provide references
e candidate suitability assessment; and
e recruitment functions

4 Participants

The type of information we collect and hold about Participants is reasonably necessary
for us to provide you career management services, human resource consulting, business
consulting, coaching or other services provided by STEPS Labour & Recruitment or our
related Consulting Companies.

4.1 Type of Participant information collected

The main types of personal information we collect about you are similar to the information
we collect about candidates (outlined in section 1.1)

4.2 How We Collect Participant Information

If you are a participant the ways in which we collect personal information about you
are when you:

e complete a survey or form requesting information from us;

e either apply or are put forward for career management services, human resource
consulting, business consulting, coaching or other services provided by STEPS
Labour & Recruitment or our related Consulting Companies; or

e otherwise provide us with personal information in person or via telephone,
videoconference, email, fax, post or other means, whether at our request or at
your own initiative.



4.3 Use of personal Participant information

Your personal and sensitive information may be used in connection with (as relevant):

e to communicate with and provide information requested by you

e provision of human resource consulting and associated services

e provision of career management programs and associated services
e provision of Business consulting and associated services; and

e executive coaching and associated services

4.4 Disclosure of Participant information

Your personal information may be disclosed for the purpose for which it is collected. That is,
generally, STEPS Labour & Recruitment or our related Consulting Companies will only
disclose your personal information for a purpose related to career management services, human
resource consulting, business consulting, coaching or other services. This may include
disclosing your personal information to clients who may be your potential or actual employer.
STEPS Labour & Recruitment or our related Consulting Companies may also disclose your
personal information to the parties listed in section 1.4.

5 How do we protect the security of your
Information?

We take all reasonable steps to protect your personal information from misuse, loss,
unauthorised access, modification and disclosure.

We take reasonable steps to destroy or permanently de-identify personal information when it
is no longer required for any purpose for which it may be used or disclosed. However, it is not
always practicable to destroy or de-identify electronic data. Where it is not reasonable to
destroy or permanently de-identify personal information in electronic form, we will take
reasonable steps to prevent inadvertent access to it. Staff training includes the management of
personal information and confidentiality.

We have several safety measures in place to protect your information. For example, your
personal information is stored in secured offices - Confidential records are kept in locked
cabinets and in computerised databases which require a log in and password to gain access.
Access to the database is only available to those who require such access. All staff are bound
by a confidentiality agreement regarding company and customer information. Visitors to our
premises are always accompanied by a member of staff for the duration of the visit.



6 Access to and correction of information

You can gain access to your information to correct it if it is wrong

6.1 General

Subject to some exceptions which are set out in the APPs (APP 12 — Access and APP 13 -
Correction), you have a right to see and have a copy of personal and sensitive information about
you that we hold.

If you can establish that personal or sensitive information that we hold about you is not
accurate, complete and up to date, we will take reasonable steps to correct it so that it is
accurate, complete and up to date.

If we are unable to agree that personal or sensitive information that we hold about you is
accurate, complete and up to date, you may ask us to place with the information a statement by
you that claims that particular information is not accurate, complete and up to date.

If you wish to exercise your rights of access and correction you should contact our Privacy
Officer via faye@stepsrecruitment.com

In some cases, we may impose a moderate charge for providing access to personal or sensitive
information. We will not charge you simply because you lodge a request for access.

6.2 Candidates

If you are a candidate, information provided by referees or from clients about you is often given
on a confidential basis. Accordingly, disclosing the opinions given by a referee or client may
have an unreasonable impact on the privacy of those individuals. If referees or clients provide
information about you on a confidential basis, you may not access this information, and we
will not be able to share it with you without the consent of the referee or client (as applicable).

7/ Future changes

This policy may change over time taking to consideration changes to privacy laws,
technology, and new business practices. If you use our website regularly, it is important
that you check this policy regularly to ensure that you are aware of the extent of any
consent, authorisation, or permission you might give.

8 Transactions via Internet

Mostly, we collect personal information that individuals provided us via online forms or
by email such as:

« make a written online enquiry or email us through our website

e submit a resume by email or through our website

Please note that it is important that you understand the risks associated with using the Internet
and you should take all appropriate steps to protect your personal information.



